KAVACH

Senior citizens ke liye
ek digital rakshak.

Scam detection that explains the risk —

and brings a trusted contact in before money is lost.

TEAM e DSA FILES

Prameet Singh ¢ Naman Verma e Palak Prajapati ¢ Om Pratap Singh

TRUSTED-CONTACT

SAFETY
SCAM CHECK, BEFORE THE CLICK
KAVACH CHECK
Incoming $MS detected
BANK KYC UPDATE HIGH RISK

“Your account will be blocked.

Tap this link now.” Urgency +
suspicious link

[# Simple explanation ready » Trusted contact alerted

THE KAVACH LOOP

1 ANALYZE 2 EXPLAIN 3 ALERT

CHECK — UNDERSTAND — TRUSTED CONTACT -» REPORT




THE PROBLEM

INDIA « REPORTED DATA

Online scams are putting the life savings of senior citizens at risk

The scale in 2025 ﬂ Who bears the heavier loss?

Online financial fraud is now a mass problem, and senior citizens

: Only 4.3% of complaints
face unusually high-value losses.

But nearly 18% of value

1,03,488 34,005.12 CR

The average reported impact is far

senior complaints reported amount . . s
higher for senior citizens.
@ Age 60+ ¢ 4.3% @ Under 60 ¢ 95.7%
Source: MHA / NCRP data for 2025, presented in Rajya Sabha (Aug 2026). Age split calculated from 2025 NCRP financial-fraud complaint data.
m Five-year rise in reported fraud If this keeps growing...
All-age NCRP complaints e senior split shown only where published : . : .
RETIREMENT SAVINGS Years of savings can disappear in minutes.

YEAR ALL-AGE COMPLAINTS AGE 60+

2021 2.63 lakh - n DEPENDENCE & DEBT Victims may become financially dependent on
2022 6.94 lakh — family.

2023 13.10 lakh — n SHAME & ISOLATION Fear of judgement can delay reporting and
2024 19.19 lakh - support.

2025 24.03 lakh 1,03,488 n REPEAT TARGETING Stolen data can expose the same person again.

Source: NCRP financial-fraud series, 2021-2025. No complete annual senior-only series is published. i o A . i ;
The damage is financial, emotional and long-term — not just a single transaction.



PROOFS

Oreddit

My mom got scammed and lost Rs 62,000 today. Can anything be done?

’@ india @ Join
Pasted by ([l © vr. ago

This is how it all happened

| stay in a different city. Back home my maternal grandmother is sick and came to stay with
my mom. A relative of ours who is a doctor suggested availing a service from Dhani to get a
test done. (We had availed this service earlier once last month and everything went
smoothly the last time, and the payment was done to the guy's Gpay number who came to
take the samples.)

What happened this time:

v india @ Join
"B posted by RS . 2g0

Oreddit

Help! | think my mom is getting scammed and |
don't know how to stop it!

So, this story starts a few months back when my mom set up my Jeevansathi profile to find
an eligible partner for me. The process we set up was that she would look for profiles and if
she found any of them to decent/appropriate for me, she would forward them to me. This
was decent system that was working fairly well.

However, it all went to hell when X entered the picture. My mom found his profile on
Jeevansathi and thought he was a decent profile. They chatted for a while on Jeevansathi

.5. LegalAdviceindia @ Join
Posted by ([ - 1y ago

Sreddit

Need legal advice: Father caught in a “rice
pulling” scam, lost 3+ crores

My father (in Hyderabad, India) got acquainted with a man from Andhra Pradesh who has
been scamming him with the so-called “rice pulling” scam for the past 5 years. My dad has
invested over 3-4 crores into this scam and still refuses to believe me or anyone else when
we tell him it's fraudulent.

| live in Canada and feel helpless watching this from afar. My mother is a housewife with no
income of her own and no means to take legal or financial action. | myself am a student

LegalAdvicelndia & Join
Posted by ([l - 3 v ago

=

Oreddit

My mom got scammed for 50k

Some one scammed my mom for 50k through what's app

So my mother order a parle G from blink it and she got smaller one instead of bigger one
she ordered. As | was at work and | m not allowed phone, she called my frnd and asked her
where can she contact customer after that my mom tried to find it on the app but she could
not so she said Google it and called on number which poped up and a man picked. He
made my mom download a app avvaldesk and made her share her screen after which he
scammed my mom of 50K which was transferred via 4 transaction and 3 bank accounts ( ik

bangalore @& Join

Posted by (I - 4 v aco

Sreddit

URGENT HELP : SCAM /| FRAUD | HACK into my mother's Bank acc. and
Rs 1L has been transferred.

We still don't know what or how it happened, and any help would be greatly appreciated.

My mom's SBI account was recently deactivated and we didn't know why. when we went to
the bank, they told it was due to insufficient balance. We asked for a transaction log and
found out that someone has taken around 1 lakh from my mom's account in 2 payments
(49999 and 49998) on 10th March. We searched through her SMS and found out that it
was through INB (Internet Banking) and It was to One87 communications.

7» india @ Join =
@ Posted by - - 2yr. ago @ redd If

My parents got scammed then joined the scammer.

6 years back my parents joined a spiritual meditation group called “{ . Which is

now called (D .

Initially | was skeptical about this group but didn't stopped them because they are not
asking for money and focus on meditations. | thought what could go wrong with meditation.

Later covid happened, and one day my parents watching a video of master called ([ NN

I e \was speaking in English (which they partially understand) and
telling his devatees to cure covid by [ I 2s you know many Indian believe if

TwoXindia @& Join
Posted by ([ R GG : . oo

Oreddit

My mom got scammed on paytm

My mom wanted to sell our bed and almirah on olx and in 5 minutes we got a buyer. He
agreed to our price and wanted to pay instantly.

He send us a paytm scanner and my mom refused to proceed to pay like that. After a while
he insisted and asked her to do a transaction of 2 rupees.. And my mom did it and instantly
got 4 rupees back.

Now this guy asked her to add 12k in her account for show balance else he wont be able to

P | P P [ R 1 1 s | Y

v india @ Join

?Ef Posted by ([l - 5 yr. ago

Sreddit

Today I'll tell you people how my dad gave away
28k to an stranger over a call

I didn't find a relevant subreddit to post this, so here | am.
Long read.

We put a house for rent, an Magic Bricks. It was not being occupied for over 3 months
since we put it there.

Todav mornina we received a call from a man. speakina in Hindi. and that he wanted the

Sreddit

Pls check ur parents phones man. just found out my dad was secretly
getting bled dry by loan apps for 4 yrs cuz he was scared they'd ruin our
I'Iizza {1

@ personalfinanceindia @ Join
Posted by (D - ¢ mo. ago

f 349 upvotes @) Camment @ Copy link

View 34 comments



OUR SOLUTION

Kavach is a safety app designed for senior citizens.

It checks suspicious messages and files before they cause harm.

It explains the risk in simple language and brings trusted contact support when needed.

Every step is designed to be clear, quick and easy to use.

ANALYZE

® Automatically checks incoming SMS.

® \WhatsApp messages can be copied and
pasted.

® When an unknown APK is opened,
Kavach checks it before installation.

KAVACH & DSA FILES

EXPLAIN

® Shows whether the content is safe or
risky.

@ A voice note explains the result in
simple language.

® No technical words or confusing
warnings.

PROCESS

ALERT

@ High-risk activity triggers a warning.

® A message is sent to the chosen
trusted contact.

@ Trusted contact can intervene before
money is lost.

REPORT

® Kavach asks for the user’s permission
first.

® |t helps prepare and submit the
complaint on their behalf.

® The user can review the details before
submission.

Analyze e Explain « Alert » Report



05 / CORE

Protection at every risky digital moment.

Built to help senior citizens check, understand and act on digital threats without technical complexity.

(]

AUTOMATIC SMS DETECTION

Kavach checks incoming SMS for suspicious

links, urgency, impersonation and common
fraud patterns.

B E

VOICE EXPLANATION

A short voice note explains why something is
safe or dangerous using clear, everyday
language.

KAVACH e DSA FILES

WHATSAPP COPY-PASTE

A suspicious WhatsApp message can be

copied into Kavach for an immediate risk

check and explanation.

10+ LANGUAGES

The complete app—including screens,
warnings and voice notes—is available in
more than ten languages.

=

“ :

UNKNOWN APK CHECK

When a downloaded APK is opened, Android

routes it to Kavach where supported. Kavach
analyses it before installation.

A+

EASY TO USE

Large text, clear buttons and minimum steps
make the app comfortable for senior citizens
to use independently.

ASSISTED REPORTING

With permission, Kavach prepares the
complaint details and helps submit the
report on the user’s behalf.

TRUSTED CONTACT ALERT

When a serious danger is detected, Kavach
automatically sends the risk details to the
selected trusted contact.

Detect o Explain « Alert « Report



06 / INTERFACE

Six screens. One clear experience.

Large actions, familiar words and minimum steps for senior citizens.

KAVACH

Welcome

Protection starts with your number.

MOBILE NUMBER

+91 98745 43210

ENTER QTP

VERIFY

1 LOGIN

KAVACH e« DSA FILES

]
Main Menu

Choose what you want to do

WA

‘WhatsApp

APK Protect

LATEST: HIGH RISK

VIEW RISK RESULT »

HOME HISTORY HELP

2 MAIN MENU

9
Report Scam

Review before submitting

o Evidence attached
o Details prepared

Permission needed
Kavach will submit only after your
approval.

GIVE PERMISSION

3 REPORT

Settings

Personalise Kavach

Language

Hindi

Trusted contact

Maman

SMS protection

ON

Voice guidance

OM

10+ LANGUAGES AVAILABLE

4 SETTINGS

]
Check WhatsApp

Paste a suspicious message

PASTED MESSAGE

“Your bank account will be
blocked. Update KYC using this
link now."

CHECK MESSAGE

Kavach will explain the result in your
language.

5 WHATSAPP

RISK RESULT

DANGEROUS

Do not click the link or install the
app.

LISTEN TO REASON

Trusted contact alerted

6 RISK RESULT

Senior-friendly mobile interface



07 / DIFFERENCE

How Kavach is different

Most products solve one part of the problem. Kavach connects detection, understanding, support and action.

GOOGLE PLAY SANCHAR

CAPABILITY TRUECALLER MESSAGES PROTECT SCAMIO SAATHI QUICK HEAL

Automatic SMS scam detection ? 7 ? «

WhatsApp message checking 7] H q

APK check before installation Hi H . H
Voice guidance + 10+ languages H|

Automatic trusted-contact alert H 3
Assisted official fraud reporting ?

Interface designed for senior citizens ? q

7 Core feature 7 Feature exists, but is partial, manual or available only under limited conditions Mot a core feature * APK routing depends on Android/device support.

OTHERS SOLVE ISOLATED PARTS. KAVACH CONNECTS THE COMPLETE SENIOR-SAFETY JOURNEY.

Sources: Truecaller Fraud Protection  Google Messages « Google Play Protect  Bitdefender Scamio e Sanchar Saathi / Chakshu » Quick Heal AntiFraud Al



08 / BUILD

Technology stack behind Kavach

A hybrid Android architecture: web technology for the interface, Kotlin for device access and Python for threat analysis.

WEB INTERFACE ANDROID NATIVE BACKEND API SCAM INTELLIGENCE

HTMLS5 e CSS53 @ JavaScript Kotlin ® WebView e JS Bridge Python = FastAPI » REST/JSON Rules ® Gemini APl e Safe Browsing

Login, dashboard, settings, risk results and SMS receiver, APK intent handling, background Message analysis, risk scoring, explanation Detects urgency, impersonation, suspicious links
senior-friendly responsive screens. work, permissions and native notifications. generation and complaint preparation. and social-engineering patterns.

APK ANALYSIS DATABASE & FIREBASE LANGUAGE & VOICE SECURITY & DEPLOY
Androguard e SHA-256 e VirusTotal Room e DataStore e Firestore e Storage JSON Localisation ® Android TTS Keystore @ HTTPS e App Check » Docker
Checks APK identity, permissions, signatures, Room keeps local history: Firestore stores profiles, Complete interface and voice explanations in 10+ Consent, encrypted tokens, protected APIs and
embedded URLs and malware reputation. alerts and reports. Firebase Auth handles OTP and supported languages. deployment on Cloud Run or Render.
FCM sends alerts.

WEB Ul — KOTLIN BRIDGE — FASTAPI ENGINE — ROOM / FIRESTORE DATA — FCM ALERTS

KAVACH = DSA FILES Hybrid Android application architecture



KAVACH

THANK YOU

Safer digital decisions for senior citizens.

TEAM e DSA FILES

o Prameet Singh o Naman Verma
. Palak Prajapati o Om Pratap Singh

KAVACH = AMALYZE » EXPLAIN & ALERT = REPORT



